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Executive Summary

The Manipal Hospital should invest in PACS and attempt to find an appropriate computer hardware and software provider from under one roof. PACS will pay for itself in a reasonable time frame as well as improving patient care and the quality of student’s tuition. The investment in the technology can be phased although PACS will not save on current running costs until it is fully deployed.  
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2 Introduction
This document is a guide to deploying a PACS (Picture Archive and Communication System) function at the Manipal teaching hospital neurology Intensive Care Unit (ICU) in Nepal. It starts with a précis of existing resources and continues by recommending appropriate technology and areas of responsibility for action. This guide is written for both a non-IT and a non medical audience consequentially the glossary will include both IT and medical technical jargon definitions.

This is the first version of this document. Modifications and further detail are anticipated and should be added in subsequent revisions.
PACS are fundamentally software delivered. Manufacturers of servers or image capture hardware tend to partner with a software developer to deliver bespoke or off the shelf solutions in order to be seen to deliver a complete healthcare solution. The cost of PACS can run to millions (USD) for a single hospital.
3 Existing Systems
3.1 Physical Infrastructure
The existing network is composed of about 20 Ethernet cables running from the air conditioned server room in IT to different locations around the hospital. Where the cables emerge from the conduit in the server room they are managed by connecting (or terminating) them to a patch panel. This is simply a row of sockets mounted in a metal panel.
3.2 Network equipment

Short cables link the patch panel into one electronic unit called a “switch” (these have replaced network hubs). The switch automatically works out where each packet of data is going and sends it along the right cable.  Also plugged into the switch is a router which manages which data is coming from or going to the Internet.
3.3 Servers
A server is a computer or sometimes merely a program that delivers a service to several other computers. The existing server of relevance to the ICUs is the email server because it is providing a reliable mechanism for internal communication for small amounts of information especially text.

3.4 Source of Data

3.4.1 Investigations
Investigative results for example blood tests are recorded and distributed on handwritten paper forms.

3.4.2 Scans

The three scanning technologies, CT, MRI and X-ray all record images on proprietary equipment. Although the equipment is computerised the computer technology is configured to the extent that the communication capacity we take for granted in our office PC may not be present. It will certainly have been a secondary consideration when the equipment was conceived. This means that currently the scanned images are isolated and the only output is hardcopy as film. The CT, MRI and X-ray scanners are referred to collectively as “scanners” throughout this document.
3.5 The IT Department
The existing IT department is delivering the following IT services:

· Computers and support thereof including an Oracle database to administrative and accounts functions which will, most likely be used to manage logistics, patient and student billing, purchasing, payroll, staff and student rotas and potentially patient movement through the hospital. Patients are indexed with a hospital number
· An Internet connection for computers around the hospital including a firewall 
· An internal (and potentially external) email system

· A logon server which controls access to resources like the Internet, an individual’s email account or documents
· A server to identify individual computers on the existing network. This is fundamental to enabling computers to share resources like printers and an Internet connection.
· A server room with servers and network switches
· Installing new network cables
4 New Systems
4.1 Objective

Make images ie CT, MRI and X-ray scans available on screens where they are needed – in the ICUs, alongside investigative reports in text from the ground floor departments like bio-chemistry.

4.2 Summary of Requirements

New computers, new cables, new equipment to link these together, some exceptionally hi-resolution large screens and software for storing and viewing the data are all required.
4.3 Delivering Data

4.3.1 Investigations

An ideal method of delivering investigative results would be by internal email.

It would be a new layer of administration for the existing staff to type handwritten notes but if the investigation data is to be integrated with data from other tests or scans then it must be digitised. 

A technique to reduce the overhead of or resistance against deploying this new computerised procedure could be delivered by creating an HTML email template that looked very similar to the existing paper forms filled in under the current system. This would allow technologists to “fill in boxes” in a familiar framework.

4.3.2 Scans

A new computer may be required for each of the scanners to enable them to integrate with a PACS system. Even scanners which to all appearances already have their own computer may require a second. This is because the existing computers will be highly configured and an attempt to run more services on them could interfere with the operation of the scanner which they are effectively a part of. The decision about whether or not an extra computer is required will be the responsibility of the manufacturer (or their representative) of the scanner. The new scanner computers are required to temporarily store DICOM images and make them available in a shared folder on the new network.
4.4 Workstations
To view the image and other medical information a workstation or workstations will be required in either or both the sterile ICU itself and a consultants office. These workstations should not be used for any other purpose. If, for example, a computer is required to browse the web in the consultant’s office, a second PC should be deployed for that and other office tasks like printing documents. This is imperative to reduce the risk of computer virus and related damage.
Although specialist graphics hardware may be unnecessary, very fast desktop computers with gigabit network adaptors should be used. Ultimately the choice of software should be used to determine the hardware specification.

Exceptionally high quality screens are a necessity and products manufactured specifically for the PACS environment are recommended. If more than two screens are required at a workstation extra or specialist graphics hardware will be required.
The workstations will probably operate a business edition of Microsoft Windows and run the Microsoft Exchange email client Outlook. Again this specification may be modified when a decision about which software to run the PACS has been made.

Graphics and PACS software will be discussed later in this document.

Ultimately the choice of software should be used to determine the hardware specification.

Specific technology should be qualified here in a later revision of this document

4.5 New Network

A new PACS function will require a new network. The existing system is already busy and will not support the introduction of the amount of network traffic generated by PACS. It is questionable that the existing network, even without its current burden would support a PACS installation.

4.5.1 Physical Infrastructure

New cables and central point of storage will be required. There will be a lot of big holes to drill. The cables should run from the rooms where computers will be used ie the ICUs and the clinics like X-ray and MRI to the air conditioned server room in IT. This work could be started immediately using CAT6 Ethernet cable. A minimum would be one cable for each room or department; an ideal would be one cable for each computer. As well connecting the computers and rooms together a few “black boxes” and connecting cables (again CAT6) will be required to finish the job. These black boxes are network equipment and a server.

4.5.2 Network Equipment
New requirements are:

· A new unmanaged gigabit Ethernet switch with 24 ports for cables

· A business router to connect to the existing network in order to exploit resources such as email and an Internet connection but also to exclude access to the new network by users of the existing network  
4.5.3 Server

The following server services are required to create a new network:
· A DHCP server to identify new computers on the new network

· Large scale storage with User Access Control
· Large scale backup 
· UPS should be provided by battery for all the above equipment

· A maintenance policy that ensures that all the above equipment is replaced before it reaches end of life
4.5.4 The IT Department

As the demand for and delivery of computer resources grows the IT department will need more staff. A new network and PACS system will require maintenance and should have a responsible person allocated to it.

4.6 Backup

A mechanism must be employed and tested to ensure that both systems and data can be restored promptly in the event of an electronic or mechanical failure.

The backup schedule should have one large capacity hard disk for each day of the week, each week of the month and a disk for each of the preceding 3 months making 15 disks in all.

Large scale backup could be provided by a set of small footprint high capacity portable hard disks and script programs.

Ultimately the choice of software should be used to determine the hardware specification.

Specific technology should be qualified here in a later revision of this document

4.7 Large Data Store Archive

A large data store, an archive or a central point of storage are all synonyms for a set of hard disks configured for both performance and fault tolerance. This is delivered either by duplicating hard disks or duplicating disk servers.

It is the norm to keep patient information or results in perpetuity. The new network may not be required to deliver to such extremes but we must assume that there will be a significant burden in this respect. 

Active recovery archive – this data is valuable. Powerful methods should be employed to protect against user error. 

The archive should develop value possible as a teaching or research resource

Large scale storage possibly provided by expandable NAS RAID with built in User Access Control

Ultimately the choice of software should be used to determine the hardware specification.

Specific technology should be qualified here in a later revision of this document

4.8 Data management- PACS
A system is required to integrate the data sources, ie from the different scanners and investigations and present it in a practical fashion to the end users ie consultants, medical technologists etc. This healthcare technology is known as PACS. The extent that data like this can be manipulated could be measured on the “how long is a piece of string” scale. Some surgeons will be familiar with one method while the PACS industry is busily creating new methods of integrating and displaying more and more potentially useful patient information and hospital logistics.

A brief study of new PACS quickly reveals the use of the Internet to both store and or share Dicom images and other information. Modern systems that rely on internet based systems are designed with American broadband speeds in mind, comfortably a hundred times faster than anything in Nepal.  Modern internet based PACS will not deploy in Nepal and this may prove to be the greatest obstacle to sourcing an “off the shelf” solution.
It is clear that there can be significant institutional benefits gained by deploying PACS.
For example

If a hospital sends 200,000 patients to X-ray this can cost 1m USD for film alone.

PACS that successfully replaces film can have an ROI (return on investment) within 18 months

Modern PACS can be used as a selling point to attract more students.

Improved morbidity rates.

Determining Features
Images with more meaning

A striking advantage of digitising scan information appears to be the ability to display more than one scan’s results on a single image by using colour to differentiate between them.

Potential Display options

Mono image from a single scan

Colour image from multiple scans

Multiple images from multiple scanners

Text notes from eg blood test results

Text notes like patient records eg age,sex, place of birth, eye colour

Multiple documents from all of the above sources

NB although recording information like eye colour may seem useless, a mechanism should be employed to check that we are looking at the correct files. It is easier to mix up records or results when there is only a single common reference like a hospital number.

Record Storing Checklist 
What should be done every time a document and or scan are created? This question is central to ensuring that the right version of a PACS is deployed. 
Some example aspects of the question are:

Should the PACS manage user worklists? 

Wil it create a patient PACS folder or a database entity?

Will it allow us to link to documents in an email?

Will folders be generated automatically when a scan or investigation is entered to the PACS

4.9 Choosing PACS Software

4.9.1 Simple 

The simplest method of assembling graphics from the different scanners would be creating desktop shortcuts across the new network to scanner’s computers, navigating to the required images and opening them using appropriate graphics software. These could be displayed onscreen at the same time as emails from investigations or other departments. This, despite its simplicity, would constitute a PACS.

This method would require plenty of manual stages and strict adherence to a clerical procedure would be essential to ensure that images or other data were not lost and could be found easily. Without failsafe mechanisms this method would have a high risk of data loss by operator error.

4.9.2 Windows Server
A MS Windows server could be employed to create an intranet with in built mechanism to deal with backup and a large archive. This could only be done with varying degrees of customization delivered by an ASP programmer.

The risk with this type of installation is that maintenance including major repair could be dependent on one person (the ASP programmer). However in the event of a failure the simple method above could act as a failsafe.

4.9.3 Off the shelf
PACS that employs more than one manufacturer’s scanner is unlikely to be truly general purpose or off the shelf or peg. This means that some degree of tailoring to the PACS would be necessary. This type of software is developed by firms likely to be partnered to the scanner manufacturers. Although this type of software has the least risk in respect of key personnel it has the potential to run to stratospheric costs. Furthermore – installations by the large manufacturers or their partners are not immune to problems. They can run over time and over budget.

There should be maintenance and or support arrangements made at the initial sale and significant differences in service can be expected between those with and those without such service contracts. However these should be negotiable. Sales staff may even offer free service for a year or longer to clinch the deal.

This type of PACS should put the least burden on the IT department and project manager. They should include user support so when faced with a bewildering screen full of options, someone should be available (timezones not withstanding) on the phone to help.

As well as service contracts, training should be available in a more formalised fashion than in the two previous options. It is not out of the question that IT staff will require training for computer administration purposes as well as medical technologists for day to day use.

4.9.4 Contracts
Although all these prospective systems should be contracted by Manipal hospitals legal team, the contract for large manufacturers and their partners should be scrutinised for expiry of support dates, anticipated obsolescence and hidden money sinks. 

4.9.5 Note about Dicom
Dicom is more than merely an image document standard. It can also operate as a network protocol. The potential benefits of using Dicom as method of communication as well as storage are still to be explored for this context.

4.10 PACS Solution Providers
Sample of Manufacturers and software developers considered so far
Danum international Ltd

Provide PACS software in Europe, the Middle East and Africa.

Dicom Image Viewer

Archive Server

Sony Hierarchical Storage management
A range of mainly hardware for managing information primarily captured from cameras and an image editor in software.
Fujitsu

Have recently rolled out PACS to 35 NHS trusts. They are partnered with GE Healthcare and Healthcare Software Systems who integrate everything from SMS appointment reminders to requests for porters into their systems.

GE Healthcare

Have their own PACS software division Dynamic Imaging,  and emphasise compatibility with the Enterprise Master Patient Index and intuitive web accessibility. 

Dell eHealthcare Architecture

Dell partner with several software developers the most relevant is to the new network is aspyra.com
Fujifilm India
Just won a contract to deliver PACS into 10 hospitals in India

4.11 Itinerary for Acquisition of Equipment and Works Orders

1 Appoint a Project Manager

2 Start cabling
3 Approach scanner manufacturers for networking and digitising scanner hardware and check options.
4 Scanner hardware decision

5 Deploy scanner add-on hardware and or computers
6 PACS Software Decision

7 PACS Hardware decision

8 Appoint responsible lawyer

9 Agree contracts 

10 Deploy hardware

11 Deploy software

11 Test

12 Resolve problems found in test

13 Go live

14 Resolve problems found in live running

15 Review maintenance and obsolescence considerations
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6 Glossary

Archive Server – a server used for storing files. These may come with a customised method of recording information about the files and a method of grouping relevant files together.

CAT6 – a standard for Ethernet cable

CT – Computed Tomography: A type of scanning that uses X-rays to make detailed pictures of structures inside of the body.
DHCP – Dymanic Host Configuration Protocol. A method to automatically allocate a unique address to a computer or network equipment consequentially distinguishing network components from each other and allowing them communicate.

DICOM - Digital Imaging and Communications in Medicine is a standard for handling, storing, printing, and transmitting information in medical imaging. It includes a file format definition and a network communications protocol. The communication protocol is an application protocol that uses TCP/IP to communicate between systems. DICOM files can be exchanged between two entities that are capable of receiving image and patient data in DICOM format.
Email account – a store of email for a person or group kept on a server with an associated username and password to control access.

Email client – software used to connect to an email server in order to view and manage the email messages

Email server – A server that manages email accounts

Ethernet – a standard that determines a physical method of transporting network information

External email – synonymous with internet email, email which is sent and received to anyone with an internet email account

Film – the transparency or transparencies exposed to illustrate a scan like an x-ray used in X-ray etc. printers

Footprint – the area of desk or floor used by an item of machinery or an electronic unit

Gigabit network – a network capable of transmitting at a gigabit per second. A gigabit per second is unit of data transfer equivalent to 1,000,000,000 bits per second. A bit is a binary digit 0 or 1.
Graphics hardware - a circuit board or sometimes simply a chip (GPU graphics processing unit) used to organise computer data for display on a screen

Hardcopy – a physical output from a computer usually printout

Hi-resolution screen - a computer monitor that displays graphics at resolutions at or in excess of 1440x1080
1440×1080 (810 lines): HDV (miniDV) 

1920×1080 (1080 lines): D-VHS, HD DVD, Blu-ray, HDCAM SR (pro) 

10,000×7000 (7000 lines): IMAX, IMAX HD, OMNIMAX

HTML – Hyper Text Markup Language, a method of describing the appearance of a page on a screen typically used for web pages. It allows interaction with the user and can facilitate simple data capture and calculations.

6 Glossary continued
ICU – Intensive Care Unit

Internal email – email delivered and received only within an organisation sometimes just one building.
Investigations – procedures or tests carried by bio chemistry and other departments or clinics that produce blood test results etc.
Large scale – in storage including backup, over 2 Terabytes

NAS – Network Attached Storage one or more hard disks with a network socket and often with built in software to allow configuration using a web browser like Internet Explorer

Logon server – a server that controls access to computerised resources by comparing a list of resources and a list of passwords and/or usernames.

Maintenance policy – an administrative control that allocates responsibility to an individual for ensuring equipment remains operational

Microsoft Exchange – an email server 

MRI – magnetic resonance imaging

Network – a physical method of connecting computers so they can communicate with each other often including the computers. 

Network equipment - a generic name for electronic equipment used to facilitate communication or transmission of data on a network

Network hubs – a method for connecting network cables to make a network where all the data transmitted is broadcast to the whole network

Network traffic – data transmitted between computers over a network

NHS – National Health Service a UK government organisation that delivers free healthcare in the UK

Oracle database- a brand of database used for large installations. It is used by governments and other very large organisations.

Output – a computer outputs information to screens, printers, audio devices, networks etc. Any media that is leaving a computer can be considered output

6 Glossary continued
PACS - Picture Archive and Communication System. In medical imaging, picture archiving and communication systems (PACS) are computers, commonly servers, dedicated to the storage, retrieval, distribution and presentation of images. The medical images are stored in an independent format. The most common format for image storage is DICOM (Digital Imaging and Communications in Medicine). Electronic images and reports are transmitted digitally via PACS; this eliminates the need to manually file, retrieve or transport film jackets. A PACS consists of four major components: the imaging modalities such as CT and MRI, a secured network for the transmission of patient information, workstations for interpreting and reviewing images, and long and short term archives for the storage and retrieval of images and reports. Combined with available and emerging Web technology, PACS has the ability to deliver timely and efficient 
access to images, interpretations and related data. PACS breaks down the physical and time barriers associated with traditional film-based image retrieval, distribution and display.
Patch panel - a row of network sockets mounted in a metal panel

Port – a socket for a network cable on a switch or hub

RAID – Redundant array of inexpensive disks. A range of potential configurations of two or more hard disks for fault tolerance and or performance.

ROI – return on investment

Router – network equipment connects one network to another network eg an office network to the internet

Scanner – Modalities like CT, MRI or X-ray scanners
Server - a program, computer or both that delivers a service to other computers.

SMS – Simple Messaging Service. A method to send and receive short text messages on cellular phone networks

Switch – network equipment: an electronic unit that directs data around a network with several sockets or ports for network cables
Terminating – the method to connect a network cable to a plug or a socket

Text – the set of characters used to represent letters of the Arabic alphabet and numbers 0 though to 9 and some symbols like +_)& etc. for displaying on screens, printouts and typed data via a keyboard

Unmanaged – referring to network equipment meaning individual sockets can not be configured for a special purpose.

UPS  - Uninterruptible Power Supply, usually delivered by batteries with electronics and software to manage events in power failures but sometimes incorporating generators.

USD  - United States dollar

User Access Control – any method that controls access to computerised resources by referring to a username and usually a password (see logon server)

Workstation – a computer and screen usually including a keyboard and pointer (like a mouse) sometimes including the desk and chair associated.
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